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ACTION NODS-OO 

INFO OCT-01 ISO-OO /001 W 

129972 262114Z/73 

O 261445Z MAY 78 ZFF-4 
FM AMEMBASSY MOSCOW 
TO SECSTATE WASHDC IMMEDIATE 2255 

SECRETMOSCOW 11859 

NODIS 

E.O. 11652: GDS 

TAGS: ASECPEPRURUS 

SUBJECT: TECHNICAL PENETRATION 


REF: STATE 134109 


1 . SUBJECT TO AMBASSADOR TOON’S CONCURRENCE, EMBASSY 
RECOMMENDS STRONGLY THAT VIGOROUS PROTEST BE LODGED WITH 
SOVIETS REGARDING MAJOR PHYSICAL PENETRATION OF EMBASSY 
PREMISES, IN TOTAL VIOLATION OF ALL PRINCIPLES OF EXTRA- 
TERRITORIALITY AND INTERNATIONAL AGREEMENTS GUARANTEEING 
IT. PERTINENT FACTS WHICH MIGHT BE MENTIONED INCLUDE: 


A. CONSTRUCTION AND MAINTENANCE OF SURREPTITIOUS ACCESS 
TO EMBASSY PROPERTY. 


B. EVIDENCE OF SYSTEMATIC AND REPEATED VIOLATION OF 
EMBASSY PREMISES BY SOVIET PERSONNEL. 


C. INSTALLATION AND OPERATION OF ELECTRONIC DEVICES ON 
EMBASSY PROPERTY. 


2. CONSIDERATION MIGHT BE GIVEN TO DELIVERING PROTEST 
TO GROMYKO DURING WEEKEND MEETINGS. PARTICULARLY IF HE 
WEIGHS IN HEAVILY ON CHERNY A YEV AND ENGER ARREST. 
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3. THIS WOULD SEEM APPROPRIATE OPPORTUNITY TO REITERATE 
AT HIGH LEVEL OUR STANDING DEMAND THAT MICROWAVE SIGNALS 
DIRECTED AT EMBASSY BE SHUT OFF FORTHWITH. (ALTHOUGH 
FINAL JUDGMENT MUST AWAIT FULL TECHNICAL ASSESSMENT, IT 
IS QUITE POSSIBLE THAT THE DEVICES WE DISCOVERED ARE 
ASSOCIATED WITH MICROWAVES.) MATLOCK 
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